An Introduction to Internet Copyright Issues
Foreword
This Guide is an introduction to issues of intellectual property law that arise in projects undertaken by young, independent creators. We know from our own experiences the frustrations you may encounter in developing and distributing your creations on the Internet. Before studying the law, we spent years as writers, designers, and entrepreneurs facing these challenges. This Guide is partly a product of our legal education, but it is even more so the product of our real-world experiences. We hope that you use this Guide to avoid some of the pitfalls we’ve seen other creators face over the years and that it helps you succeed in your work.

This Guide focuses exclusively on American intellectual property law, particularly as it applies to the copyright problems that artists, game designers, web designers, and writers may face. It addresses issues that may arise when you think someone is doing wrong to you and also when someone tells you that you’re breaking the law. The law may seem complicated and confusing, or you may think it is too expensive for you to get a lawyer to protect your rights. But a little bit of planning and some basic knowledge of the law can go a long way toward making your computer creations safe and may also help you avoid infringing the rights of others.
This Guide also is a resource for those who want to do what they can to protect their rights before starting a group project or before they put their work online. The stakes are increasingly high. The creators of games like Chrono Resurrection (a 3D remake of Square’s Chrono Trigger) and the creators of the conversions of Starcraft into Star Wars and Quake II into Aliens vs. Predator invested incredible amounts of time, effort, and money into their projects, but all that was lost when the games were shut down by those who held the underlying copyrights.

But this Guide can only do so much, and it cannot resolve every problem that may arise. The law can change suddenly. The law can be different for people who live in different states. Most of the time, the variations are small, so most of the fundamental rules stay the same. But even when the law is the same everywhere, it might be impossible to understand and apply without knowing more about the facts of a specific case. 

That’s why the best thing to do is to protect yourself in advance. Read this Guide. Ask lots of questions. Plan ahead. Then, you will save yourself the headaches and the time in trying to solve problems later on. And, if you still run into a problem, you can at least make an educated decision in deciding how to handle it and whether you want to do it on your own or whether you want to get expert help.
Throughout this Guide, we have tried to identify prominent concrete examples of the principles we’re discussing. Whenever possible, we have provided links to websites with more information about these cases, which can be found in the Appendix. The Appendix likewise has several links to websites with general information about intellectual property law.

One final thing: this Guide—unlike lots of things you’ll find online—is free to distribute so long as it is left unmodified. You can post it on your website or print out copies to share with others.
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What is Intellectual Property?
Intellectual property—words, pictures, inventions, and other creations that are copyrighted, patented, trademarked, or protected by state law—often seems different from “traditional” property, things like land, cars, jewelry, pets, and so forth. Even though intellectual property is conveyed by tangible things like books, paintings, and film reels, these things are not the actual intellectual property. An author can sell a book without giving up his ownership of the story it contains; a producer can cut up a movie reel and give the pieces to a hundred different collectors without giving any of them the right to show the movie as a whole; and a painter can sell a painting but refuse to allow the new owner to make posters of it. Intellectual property exists not in things, but rather in conceptions. Owning intellectual property means having the right to decide who gets to do certain things with these conceptions, for example, who gets to distribute them or create adaptations of them.
It is easy to understand why “things” should be treated as property: if you take my bicycle, and I want to use it to go to the store, I cannot. If I build a house, and you take it over, I am homeless, or at least stuck with an unwanted roommate. You are made richer—and I am made poorer—because you took something without my consent. That is an obvious theft. Yet not all traditional property is rendered unusable when stolen: if you use my bicycle only when I’m asleep or squat in my house when I am on vacation, it is not obvious that I’m made poorer. Nevertheless, we consider these acts to be theft or trespassing because if the law did not punish these acts, owners would have to take matters into their own hands. They would buy better bike locks, build razor-wire fences around their homes, and so forth. Some people might even be so discouraged that they would not buy bicycles at all, or own homes, and would instead walk and rent apartments. On balance, we have decided as a society that it is better for home owners to feel secure than it is to let would-be squatters stay over whenever the owner is on vacation.

Intellectual property is founded on a similar principle. Copyright, patent, and trademark law do not exist because there is an obvious cost every time someone copies a book or an invention, or uses a recognizable picture or logo in a confusing fashion. Rather, the government has decided that society is better off when the law protects such creations, rather than leaving the protection up to each creator. Patents, for example, evolved because inventors were tired of using codes and vows of secrecy to protect their creations; during the Renaissance, Venice encouraged inventions by establishing patents. Likewise, if there were no copyrights, creators of material now protected by law would have to develop their own protection schemes (just as software companies have created CD-keys because of widespread computer piracy). Implementing such protection would raise the cost of creating things, which would in turn raise the price of the end product. In theory, society would be made poorer.

Ultimately, because it is harder to understand property in conceptions than it is to understand property in things, people tend not to take intellectual property as seriously as they should. People who pirate movies would never shoplift DVDs from a store, and people who copy pictures from someone else’s website for use on their own would never steal photos out of a stranger’s album. Oftentimes those who violate intellectual property law have no idea that what they are doing is illegal, and oftentimes those whose rights are being violated have no idea how to protect themselves. Regardless, intellectual property rights exist. This Guide is written to help people avoid violating intellectual property rights and to help them protect their own rights. Below, we have set out the basic categories of those rights and have provided a table that shows what rights are involved in some common Internet creations.
1. Copyright

Copyright protects “original works of authorship fixed in any tangible medium of expression, now known or later developed, from which they can be perceived, reproduced,or otherwise communicated, either directly or with the aid of a machine or device.” In practice this means that it includes any work of art, writing, music, or so forth; copyright is broadly inclusive. Outside the realm of copyright are processes, procedures, systems, and methods of operation (which are covered by patent in various ways), and ideas, principles, and concepts, which are generally not covered by any federal law.

There are two important concepts to copyright—the idea/expression distinction and the “fixation” requirement. First, the idea/expression distinction: Copyright does not protect ideas—for example, the idea of a story involving an evil emperor, a dark sorcerer, and a royal child hidden away to overthrow them. It does protect expressions of this concept, whether that expression is a movie (Star Wars), a series of books (The Chronicles of Prydain), or a video game (Blackthorne). There is no clear division between ideas and expressions: an idea that is complicated enough becomes an expression, and an expression that is simple enough may become a mere idea. 
Second, the fixation requirement: Copyright only protects expressions that have been recorded in some tangible form. For example, an untaped improvisational performance, like a dance, would not be copyrighted—barring special circumstances, anyone in the audience could legally perform an identical act later. The same would be true of a joke told to a friend or any other similar thing. Copyright protection begins automatically when a work is fixed; the law no longer requires a notice of copyright (©), though such notice is always advisable.
Note that a work must be both an expression and fixed to be eligible for copyright. Recorded ideas are no more copyrightable than unrecorded expressions are.

Copyright is also not available for expressions so commonplace as to be a necessary part of any act of creation. Thus, even if you were the first person to make a sculpture of a human with arms, you could not claim that subsequent sculptors had infringed your creation—after all, arms are a necessary part of expressing the idea of the traditional human form. Likewise, a science fiction war movie that a dangerous landing on an alien world with aliens attacking the landing crafts would not infringe the movie Starship Troopers. Dangerous landings are so commonplace in wars (from the halls of Montezuma, to the shores of Tripoli) that to allow their expression to be copyrighted would prevent others from depicting war stories.

As a general rule, any story, work of art, or movie will be protected. This protection extends beyond the United States and into most of the world as a result of an international treaty (the Berne Convention). Copyright is free and requires no registration, though for works of expected value, registration with the Copyright Office is advisable. In the United States, copyrights last for the entire life of the author, plus seventy years.
2. Patent

Patent is in many ways everything copyright is not. Copyright is free; patent registration is quite expensive. Copyright is long in duration and automatic; patents are shorter in duration (20 years) and are difficult to obtain because they must be “prosecuted” before the Patent and Trademark Office. Copyright covers what we traditionally think of as the arts (writing, painting, sculpture, movies, etc.); patent covers what we traditionally think of as the sciences, though it also covers business methods, inventions, and practical, applied techniques.

Because this Guide is meant primarily to address issues that arise for young creators of intellectual property such as games, stories, or works of art, patent will receive little further discussion. As a practical matter, a patent is expensive and hard to acquire and probably is not worth pursuing for any of creations discussed within this Guide. But you should be aware that someone else might have patented a product or a process that you could infringe in creating intellectual property online. For example, Amazon.com has a patent in the one-click shopping method, so you cannot add one-click shopping to your website, even if you write the code for it from scratch, unless you license the patent from Amazon.
3. Trademark
Trademarks are meant to allow companies to create readily identifiable “marks” (names, logos, jingles, etc.) so that customers can identify products associated with that company. Because companies will come to develop reputations for quality, a trademark enables consumers to make quick decisions based on what they know about a brand.
SIDEBAR: For example, those wanting a particular kind of cookie can get an Oreo™, knowing in advance how it will taste, or buy a Blizzard™ game knowing that is backed by the same company that created other hit games. 
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The procedure for obtaining a trademark exists somewhere in between the patent and copyright procedures. Trademarks are gained over time through use; once a trademark user can prove that his mark has achieved market recognition, he can sue for “passing off” or “dilution” when someone else uses his mark or something like it. It is also possible to register trademarks with the Patent and Trademark office. This is relatively easy and inexpensive, but requires a showing of use in the market for which registration is sought. Registration is useful for a mark that is likely to become very valuable. The registry is also useful for creators seeking to make sure their desired names will not violate pre-existing trademarks. The appendix provides a link to this registry.
Because copyright cannot be obtained in very short phrases, trademark is mostly in names—company names, product names, and even character names. Thus Spiderman, the character, is trademarked, as is Hulk Hogan. Final Fantasy’s name is trademarked, as is the company name “Ford.”

Trademarks generally only protect against actual or possible confusion. Where there is no risk of confusion, there is likely no trademark violation. Thus, the game Starcraft did not violate the trademark of the Starcraft line of converted vans. As a general rule, the more a trademark is “inventive” rather than “obvious,” the more protection it will receive. Thus, Apple Computers will be given greater protection than a fruit-seller named Apple Orchards. Entirely inventive marks—such as Kodak—will receive the most protection. The rationale is that Apple Orchards didn’t invent and, thus, never owned the notion of linking apples to fruit, whereas “Kodak” was never linked to cameras before the company, and indeed was never linked to anything, because George Eastman invented the name from thin air. When a trademark is extremely original and inventive, it is more likely that it will be protected even where there is little risk of confusion.
Contractual Modification

Copyright, patent, and trademark protection are the basic protections for intellectual property. They are federal laws that apply everywhere in the United States, but in some circumstances, state laws can supplement federal IP protection by strengthening or weakening federal protection. These circumstances are too complicated to detail, but it is possible to note that, in general, making contracts is one of the primary ways to change copyright, patent, and trademark protections in your particular case. 

Because contracts allow people to impose duties on each other, they can add to federal IP protection. For example, most software companies produce End User License Agreements (EULAs), which limit what the user can do with the software. EULAs typically appear on the box, installation CD, or appear on screen before a program installs. A EULA might forbid you to sell works created using the program. You may also have heard of Non-Disclosure Agreements (NDAs), which are promises to keep a secret. When someone has an idea that is not protected by copyright or patent law, he still can limit what other people can do with that idea by making them agree to an NDA.
Contracts also can be used to deny protection. For example, employers typically request writing or art samples before hiring writers and artists. In some instances, the employer, before reviewing the portfolio, will ask the applicant to acknowledge that the employer can use the submissions regardless of copyright law’s protection. The contract, in this case, grants the employer permission to use the work.

Because contract law is enforced by each state, the requirements to make a valid contract differ depending on where you live or where you make the contract. Although variation from state-to-state makes specifying these requirements hard, generally someone cannot impose a contract unilaterally on another person. On one hand, you probably cannot post an idea, artwork, or writing in an Internet forum and mention, at the end, that no one is allowed to read the work. On the other hand, you can include a Terms of Service page on your website, linked from each page, explaining the limitations you impose on visitors as a condition of their visiting your website. 

An unsettled question is whether your age or the age of another person to the contract matters. At one time, contract law distinguished between contracts between adults and contracts involving a minor, the latter of which were generally unenforceable. Many states have modified their contract laws to limit the reach of this unenforceability. Without knowing the law of your state, it is safest to assume that you will have to obey a contract you make with another person regarding how you two will treat IP rights, even if you are a minor.
SIDEBAR: For creators’ purposes, the important thing to realize is that in creating joint works, an effort should be made to lay out the intended rights ownership in advance. Though most creators will have no knowledge of legal writing, even a layperson can write a binding contract. And even if this contract is ultimately found invalid, it is still valuable to have a written record of what the creators intended their respective rights to be. 
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General IP Interests
The chart below lists several basic types of media that young creators of intellectual property may be working on, and then it lists the potentially infringing elements of those creations and the rights that the creators would hold. By no means is this chart meant to be exhaustive, and it should be used only for quick reference and not as legal advice. There may be additional rights infringed in the creation of some of these works, and every situation is different. Likewise, in some cases rights may not be strong enough for the creator to enforce. In every case the specific facts of the situation are very important. Nevertheless, this chart can serve as a rough roadmap so that you know the issue to be thinking about. Additionally, the “infringement” discussion always assumes that you do not have the original copyright-holder’s permission. If you have permission, you are in a much stronger legal position. 
SIDEBAR: Be aware that often the creators are not the copyright owners. Most large projects now are works for hire. Thus, the lead designer on a game, the director of a movie, and the penciler of a comic book would likely be unable to give you permission to use the game, movie, or comic book in question because those copyrights are probably held by the company that developed the game (or perhaps even the publisher), the studio that financed the movie, or the publisher of the comic book.
As a final note: though we strongly discourage using other people’s intellectual property, it is often the case that infringements are never noticed or, if noticed, are not prosecuted. For example, a group of developers calling themselves Anonymous Game Developers Interactive (AGDI) created remakes of Sierra’s King’s Quest I & II. Despite AGDI’s disclaimer suggesting that Sierra had abandoned these games and that AGDI’s remakes were fair use, it is quite probable that Sierra could force AGDI to cease creating remakes and to destroy what remakes they have made. Nevertheless, Sierra has not done so despite the relatively high profile of AGDI’s games. More generally, on the Internet you’ll find widespread fan fiction and fan art of most popular games, movies, books, and television shows. The owners of the underlying copyrights almost never try to stop fan creations of this sort.

Using other people’s intellectual property, however, is playing with fire. In the foreword, we mentioned a number of projects that were shut down because the rights’ holders sent cease-and-desist letters. For every group like AGDI, there is a group like Op Coder—a team of five developers who spent over 3,000 man hours creating a 3D remake of Square’s Chrono Trigger, only to have their project terminated by a letter from Square’s legal department. 
	Medium
	Copyright
	Trademark
	Patent

	Web comic / comic book
	Infringement: If you use pre-existing characters, story, or art.

Rights: The writing and art will be copyrighted.
	Infringement: If you use a familiar character or logo, or something that strongly resembles a familiar character or logo.

Rights: Any original characters, names, or logos that are strongly identified with the comic.
	None

	Game
	Infringement: If the game is based on a pre-existing game (or movie, book, etc.), it is likely to be an infringing “derivative work.” Additionally, elements of the game—artwork, music, dialogue—taken from other copyrighted works would be infringing. Finally, directly copied source-code will be infringing.

Rights: Many elements of a game can be copyrighted: the source code itself; the total product; the details of the story; the characters; the art; and the music, just to list a few. 
	Infringement: If you use a familiar title, logo, etc., or something that strongly resembles a familiar character or logo. Additionally, specific components of a game may be subject to trademark (for example, Final Fantasy’s “Active Time Battle”).

Rights: The elements of the game that are used to identify it—logo, title, and so forth—may earn trademark protection once they are familiar in the relevant market. 
	Infringement: If you copy patented programming techniques.

Rights: Some of the programming techniques may be patentable, if they are novel, non-obvious, and useful.

	Fan fiction
	Infringement: Fan fiction is almost certainly an infringing “derivative work.” Any exact reproduction of text in the game will also be infringing “reproduction.”

Rights: Everything “added” will be copyrighted, so new dialogue, strongly defined characters, and all original text will be your property.
	Infringement: Potentially infringes characters and brand.
Rights: Almost certainly none, because the readily identifiable elements (name of original source material, character names, etc.) are all trademarks of the original creator.
	None

	Flash animation
	Infringement: None, unless you have copied some work in creating your own animation.

Rights: Barring contractual modification based on the EULA of your animation software, copyright will apply to all the art, music, animation, and so forth that you created. 
	Infringement: None, unless your work uses familiar trademarked images or logos.

Rights: If your work becomes sufficiently recognizable (like the character “Strong Bad”), it may constitute a trademark.
	Infringement: Using pirated software to create a Flash animation may cause the animation itself to be a patent infringement. Thus, not only would you be subject to fines for piracy, anything you created could be seized and destroyed.

Rights: Some of the programming techniques may be patentable, if they are novel, non-obvious, and useful; but almost certainly this is not going to be true, because flash animations are relatively simple to program

	Music
	Infringement: If you copy music composed by someone else, and that person has a copyright, you are infringing.

Rights: There is a copyright in the sheet music and in any lyrics associated.
	Infringement: If you use a familiar jingle associated with some product, you may be infringing.

Rights: Conversely, if you create a sufficiently memorable jingle, it may become a trademark.
	None

	Game mod
	Infringement: Unauthorized game mods will infringe a large number of copyrights in the original game—any copyrighted elements remaining will be infringed (graphics, music, dialogue, etc.). The whole mod will be an infringing derivative work. Moreover, if the mod is based on some other copyrighted material, you will be infringing that as well. (For example, the popular Doom mod “Aliens TC” infringed both Fox’s copyrights in Aliens and id’s copyrights in Doom.)
Rights: New elements of the game (art, dialogue, music, etc.) will be copyrightable, unless those elements are completely mixed with the original game that you are modding.
	Infringement: A game mod will probably infringe the trademarks of the underlying game, since the mod will usually be identified with the underlying game.

Rights: Whatever identifiable title or logo you create may become a trademark. Thus, even if Counterstrike was found to infringe Half-Life (in fact, however, Valve authorized Counterstrike), there would still be a trademark in the name Counterstrike.
	Infringement: An unauthorized game mod will infringe any patented elements of the original software.

Rights: Some of the programming techniques may be patentable, if they are novel, non-obvious, and useful; these might be patentable as improvement on the underlying source code

SIDEBAR: Game modding issues are now often defined by EULAs, which tend to authorize some kinds of mods while forbidding others. Neverwinter Nights, for example, permits alterations of data files but not of executables, and forbids commercial sale of the end product. The most important place to start if you are considering making a mod is the EULA.

	Artwork / Fan Art
	Infringement: Fan art will constitute an infringing derivative work.

Rights: The artwork itself is copyrighted, even if it is fan art, and anyone who copies it without your permission will be violating your rights.
	Infringement: If you use familiar trademarked imagery and logos, you may be infringing.

Rights: If your work becomes sufficiently recognizable (like the character “Strong Bad”), it may constitute a trademark.
	None


General Advice
· Include a brief Terms of Use on your website, which requires those who want to use information, pictures, or other content to ask you for permission first. It might not work in every instance, and not everyone will obey it, but it’s good to have when you find someone who has taken something from your site. You can tell the person that he or she has broken the Terms of Use and that might solve the problem without anything more.

· Include a Disclaimer page on your website, disclaiming any intent to violate the law with what you put on your site and offering to respond to and work with anyone who thinks you might have taken their work and used it on your site. 
· When dealing with other people or their work, keep records of what you do and when you do it. Update the records regularly, not just once a week or once a month. If you have to contact someone about a problem, do so over email so that you keep a record of it. It is a lot harder to prove what you said in a phone call, in an in-person meeting, or over IM. Print out the important records from time to time so you can avoid allegations that you fabricated a document.
· If you are afraid that something you’ve made can be taken if you post it online, then the safest plan is not to post it online. Send it only to people who need to see it, and make sure they agree not to use it as their own and that they recognize you created the work. 
· Always assume intellectual property law is as broad as possible. This is because being accused of infringing carries very high cost (you may be forced to stop something you have spent a lot of time on, or else be forced to retain a lawyer and take the dispute to court), while accusing someone of infringement carries very low cost (cease and desist letters have almost zero cost to them). 
· Create your own intellectual property. Though using other people’s creations may give your works a boost in popularity, you are ultimately risking losing all of your work. Moreover, derivative works make lousy samples when applying for jobs. An exception to this rule is making game mods, where such modding is authorized—game mods often are very good samples for those hoping to enter the game industry. Artists hoping to enter the comic book industry may also derive some benefits from drawing recognizable characters.
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Specific Situations

Website Designer
There are a host of legal issues surrounding website design. As a preliminary matter, one’s rights as a designer are nearly the same as one’s rights as an author or artist who posts his work on the Internet. By putting work online, you generally grant an implied license for others to view the work on their own computers, but that license does not give permission for others to modify the work or to do anything with it other than browse it on your website.

Web designers, however, must confront more complicated issues when creating their web pages. For every image, audio, and text file you copy to your web server, you need permission (express or implied) unless you’ve made the image or sound yourself. Getting permission is not always as easy as emailing the person who owns the original website where you found it. First, that person might have taken the file without permission and thus cannot consent to your use. Second, copyrights can be shared among many owners: for an image, for example, you might need to get permission from the photographer or graphic designer, publisher, and creator of the website displaying the image. Music copyrights are similar; you might need to get permission from the composer, recording studio, musicians, and publishers. Text is less complicated than images and audio, but a web designer should be aware that he cannot simply cut and paste from someone else’s page to his own. Most writing is protected by copyright. Facts are not copyrighted, but their selection and arrangement can be; that means it might be infringement to cut and paste someone else’s list of links. 

Linking and framing are unsettled areas of the law. So far, courts have held that deep linking (bypassing another website’s main page) is not a problem. Intentionally linking to a web site that infringes copyrights may be contributory infringement; so, if you link to a site that lets users download cracked programs, you may be infringing if your motive is to direct others to where they can find illegal works. Framing someone else’s work or webpage within your own frames could present trademark violation, if your website misleads people into thinking that you or the other site are sponsoring each other’s work. Finally, inline linking, which is when your HTML tells a web-browser to load an image stored on someone else’s server, is considered to be infringement. Although you aren’t copying the work, you are directing someone else’s browser to make an unauthorized derivative work. To be safe in all these situations, it is best to seek out permission or to see if the other website has a Terms of Use that permits linking or framing.

Besides what appears on the screen, copyright also protects the underlying HTML code in websites. The protection is not as strong, however, as the protection for other text and images. Most HTML is necessary for expressing ideas; thus, no one has a copyright in the <a href> tag. Still, if you lift the entire HTML source from a webpage, you run a chance of infringing because, as with taking a list of links arranged by someone else, the arrangement of HTML for an entire webpage might be protected by copyright. This limited protection doesn’t mean you can’t read or study the HTML, or experiment with different layouts.
A final consideration for web designers who are making websites for someone else: Before you take over running a website, make sure that the person who has hired you to manage his site has the rights to the website. It is possible that the outgoing designer has retained some rights to the website, in which case your changes to it might be unauthorized derivative works.
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Collaborative Projects
The Copyright Act defines a “joint work” as “a work prepared by two or more authors with the intention that their contributions be merged into inseparable or interdependent parts of a unitary whole.” For a final product to be considered a joint work, there is no need for all the authors to have worked on the project simultaneously, nor does there have to be a collaboration agreement. So, if you write lyrics and your friend later puts them to music, you can have made a joint work. The only fact that differentiates a joint work from derivative work is the intent to make a joint work: each contributor has to intend for his work to be part of a whole. For example, having a friend edit your story for clarity is different from writing that story with the friend. 

Joint authors own the work equally, even if each contributes different amounts of time and work to making the final product. A written agreement, however, can shift the amount of control and can limit what one joint author is allowed to do with the copyrights. In the absence of an agreement, each joint owner has the right to license the work unilaterally and can transfer his ownership.

When making large projects that require a team, it is important to lay out in advance who will control what rights. Because Internet game development, for example, tends to involve team members joining and leaving with high frequency, a project that ultimately succeeds may be crippled by a tangled web of ownership. The easiest solution is for the project’s originator to claim all rights and for all other contributors’ work to be viewed as “work for hire.” This requires explicit contractual agreement by these members. In practice, however, volunteers may be unwilling to agree to such terms. At the very least, you should discuss issues of intellectual property rights before a team member joins, and work out some arrangement that enables the project to progress even if that member leaves.
Derivative Works
Lots of works online are derivative works, which develop, modify, or add to existing copyrighted works. Some of these are made with the permission of the underlying copyrighted work. Ascii’s RPG Maker series, for example, allows users to design their own role-playing games. Whether and how you can distribute the game that you make are all governed by the End User License Agreement that you accept when you install RPG Maker. The same is true of games like Warcraft III or Arcanum, which are not meant primarily for game-creation but nevertheless provide level editing software.
More often, online derivative works are done without permission. Such works raise common concerns, particularly when you use characters, settings, or histories from other works. 
Basically, characters are copyrighted when they are identifiable as specific characters used in another work. Mickey Mouse is distinctly delineated. A British spy who drinks martinis, like James Bond, is not distinctly delineated because there is little original in his character—but once you start explicitly calling him “James Bond,” you probably will have crossed the line. Generic characters are not copyrightable. The amount of delineation will depend on the context: if you use many other supporting characters and place them in the same fantasy world, then they become much more identifiable. In a classic case, a screenwriter drafted a script for Rocky IV using all the famous Rocky characters; a court found that his draft script was an infringement of the character copyright because the Rocky characters together were a well-defined group. On the other hand, many argue that characters are part of the popular consciousness and that they are legitimate devices for telling stories. One explicit exception is parody: parody writers are allowed to invoke even distinctly delineated characters in order to make their points. In general, the more commercial your derivative work is, the more likely it is to be an infringement. 

Settings are much less likely to be protected, especially when you are not using the actually names from the original work. Thus, for example, Dungeons & Dragons was able to get away with using what was essentially the setting of Lord of the Rings. Likewise, a popular fantasy and science fiction author named Margaret Weis drew heavily upon the setting and characters of Star Wars in creating her Star of the Guardians series.
Copyright isn’t the only intellectual property law involved in derivative works; trademark also might protect the names of the characters or elements of the setting. Modifying a game without permission almost certainly violates the underlying copyrights and patents. That is because when you modify a game, your work necessarily and undeniably integrates in copyrighted elements of the original game. 
As a general rule, if you do not use the actual names or exact images of preexisting characters or settings, you will be much more likely not to infringe the underlying work.
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Have Your Rights Been Violated?

Copyright only prevents others from doing things with your work; you have no right to stop someone if he has independently created a work. Although it’s hard to imagine how someone can come up with a story that is word-for-word identical to one you’ve made, independent creation is more likely for simpler works. If all you’ve made is a simple pattern that you’ve tiled as the background on your webpage, it’s quite possible that someone else could have created the same picture on his own. 
To have a legal claim against someone who has taken your work, you typically have to prove two things. First, did the person have access to your work? If you’ve had your work available on the Internet, access can be assumed. 
Second, are the two works so substantially similar that it is safe to rule out chance independent creation? The two works do not need to be identical. If you have created a complicated, interactive menubar for your website (like those in the Eyeball Interface Gallery), your copyright might have been violated by someone who has made one that has the same “look and feel” (oddly enough, a technical term) as yours. The same goes for pictures and even text: substantial similarity is just as much an infringement as identical copying.

SIDEBAR: Remember from the Introduction that you cannot monopolize an idea or concept. Sometimes it is hard to tell the difference between someone who has merely taken the idea from your work and someone who has copied the look and feel of your work. 
As a copyright owner, you have specific rights in your work: the right to make copies of it; the right to adapt it into derivative works; the right to distribute it; the right to display it publicly; and the right to perform it publicly. Thus, whenever anyone without your permission reproduces, adapts, distributes, or displays your work or performs your musical work, that person may have violated your copyright. Adaptation includes translating your work from one language to another, transforming it from one medium to another, and even tweaking or changing a copy of it. 
These rights are independent of each other, so if someone downloads a JPEG of yours to her computer and then edits it for her own use, she has violated your right to make copies (by downloading) and to make derivative works (by editing) even though she hasn’t distributed your work or her work on the Internet. Nor does the amount of infringement matter: whether someone has sent your image to one friend or to one-hundred friends, that person may still have violated your right to distribute.
To conclude, here are some activities to be on the look out for; they might signal that someone is infringing your work. If you are a writer, you have a right to protect your text and characters, not your titles or phrases. Run strands of your writing through a search engine to find others who might have taken your work without your permission. If you are an artist, it is harder to identify potential violators. But that doesn’t affect your copyright: you have a right to protect your original work from being copied, displayed, transformed (through, say, a Photoshop filter or even by changing colors), and from being incorporated into someone else’s work. The same search problems exist for web designers, who sometimes can protect the layout and organization of their website. Web designers who are writers and artists have equal rights to protect their writings and pictures, too.
Defenses to Copyright Infringement
Even if someone seems to have infringed your work, that person might be able to claim an exception, such that you cannot stop the infringement or recover damages for it. There are a handful of these defenses; below are descriptions of two.
1. Fair Use.—Under the doctrine of fair use, certain uses of copyrighted material that would otherwise constitute infringement are permitted because the value of these uses is very high. Traditional examples of fair use are parody, classroom teaching, news reporting, and criticism. Research uses constitute a gray area, but reverse engineering (for example, downloading an illegal ROM of a GameBoy Advance game to figure out how to design an emulator) is definitely not fair use. There is a four factor test for determining whether a given use is fair.

	Factor
	Favors Fair Use
	Favors Infringement

	1) Purpose and character
	- Non-commercial

- Transforms the original in a meaningful way
	- Commercial
- Will supersede the original work

	2) Nature of copyrighted work
	- Fact-based
- Educational
- Functional
	- Fiction / art
- Entertainment


	3) Amount and substantiality of portion used
	- Not much used
- The portion used is not central to the work
	- Large portion used
- Important portion used

	4) Effect on potential market
	- Little to no effect on the sales of the original work
	- Direct competition with original work
- Diminishes the value of the original work, but not by casting it in an unfavorable light


There is no magic right answer to the fair use question. Even knowing the precise circumstances of a case, it is very hard to predict how a court would decide a claim of fair use. Therefore, be careful and thoughtful when you encounter or when you assert a fair use claim.
2. Abandonment.—If a creator has abandoned his or her work, it becomes a part of the public domain and others can use it. Legal abandonment occurs when a copyright holder intends to abandon his work; most courts require that the copyright holder affirmatively act to show his intent to abandon. So, if a copyright holder says he gives up on the project or if the holder destroys the only copy of his work, there is a good chance he has legally abandoned it. Legal abandonment is not the same as everyday abandonment.: it is risky to assume that just because someone hasn’t tried to publish her story or hasn’t updated his webpage in many months that he or she has abandoned the work.
What Can You Do When Your Rights Have Been Violated?
If you think that your intellectual property rights have been violated, you have many options. One option is to do nothing depending on the time and effort that it might take to pursue your rights. The other options all involve telling someone about the infringement—either those who you think are violating, or a lawyer.

Contacting the Alleged Infringer
Contacting those involved in the infringement takes planning. First, you should know ahead of time what you want to achieve by contacting them. You have many rights in your creations, and you can seek different remedies depending on the situation. Some remedies are very powerful: if a court finds that the person is violating your intellectual property rights, you might be able to ask the court to destroy all infringing copies and to prohibit the person from ever copying your work again. You may also be able to recover money from the infringer. You have other, less extreme remedies available when you deal with the person outside of court. In order to contact that person and have it be effective, you should select a course of action that you think will satisfy you best. Do you want the person to remove the entire work from the Internet? Or would you be happy if he just removed your work from something larger that he has created? What if he gave you credit on the website or in the game? If he published an apology? Or do you want to try to negotiate a deal to have that person pay you to use your work?

Second, you need to find who to contact to stop the violation. This may not be a problem if the person is someone you know from working together or from your town or city. But many times you won’t know who you should contact because you’ll uncover the alleged violation by chance. In general, you will want to contact more than one person. The easiest people to find are those who registered the domain name where you found the information and those who host the domain name. If their contact information is not available on the website itself, it can be found at Network Solutions WHOIS Database. Not only will these people often be able to solve the problem themselves, they might also be able to put you in touch with the person who posted the work that infringes yours or who runs the site that stores the infringement. Many websites have Support or Contact pages that provide contact information, so you don’t have to resort to the Network Solutions Database. Often, these same or similar parts of the site have explicit instructions to follow when you think someone has infringed your work on their website; these often are provided by large websites that allow public posting. For an example, C-Net offers thorough guidelines. 

SIDEBAR: You can find URLs for both C-Net’s guidelines and the WHOIS Database in the Appendix.

Third, decide how you want to contact the persons. It’s preferred to contact someone in writing because it leaves an evidentiary trail. That means you have to choose, generally, between a written letter, an email, or a logged instant message conversation. The logged conversation is not as good as the other two because it is more conversational and tends to make you appear less serious. Moreover, because IM logs are easier to modify or falsify than email or registered postal mail, such logs are weaker as proof if matters change to a legal dispute. Also, it is better usually to avoid these conversations in real time: each side needs to spend time thinking about its responses, and with a little time, an infringer may come to make a better choice than if you rush him in a conversation. If you choose to write a letter, send it by registered mail; if you send an email, make you save a copy or CC yourself and request a return / read receipt. When choosing between a letter or an email, you should consider how well you know the other side and what the other side might know about you. Emails tend to be more informal and could be taken less seriously than a letter; you should be aware that the recipient of the letter may not respond, may be angry, or, if you’re lucky, may be accommodating. Because sending an email is free and easy, it often is the most practical solution when the infringement does not involve a particularly valuable or important intellectual property. Moreover, you may be likely to get a faster response via email, particularly if the infringer is not very sophisticated.
These emails or letters are called “cease and desist” letters, because they usually tell the infringer to cease and desist from engaging in the infringement.
The way you write the cease and desist letter is very important. It should look and sound professional, so don’t be afraid to ask others to look it over before you send it out. State why you think there is an infringement or a violation—whether someone has violated your copyright or whether he has broken the terms of use on your website by copying work without your permission. Be very specific in identifying the nature of the problem. Name the webpage and/or the file that includes the violation. Identify your own work, though you don’t need to include a copy of it. Note when you first encountered the problem. Then, explain how you’d like the problem resolved. Letters written without a lawyer are usually more effective when the writer makes it clear that he knows that he can resort to a lawyer if the sides cannot come to an agreement.

SIDEBAR: For resources on form “Cease and Desist” letters, please consult the Appendix.

Contact a Lawyer
Depending on the extent to which you value your own work and the extent of the alleged infringement, you might want to consider asking a lawyer for advice or intervention rather than writing a letter of your own. Lawyers have much more experience and will know the specific law that covers your case or, at least, they can try to determine to the best of their abilities what the law says about your case. Though this Guide attempts to provide basic instruction in protecting your rights, its authors are not lawyers and any advice you receive from a lawyer will be much more effective in a particular case.
A lawyer will charge for his advice and help, but you might be able to get help very cheaply if you know in advance what you want. If you think or know that the person is profiting from your work, a lawyer might help you for a percent of the money that you recover from the person. 

You also can go to a lawyer after you’ve contacted the person on your own.

What Not To Do
Occupying the legal high ground is critically important in disputes such as this. Once you engage in illegal or unethical actions against the infringer, you have compromised your position—lawyers will be less likely to take your case; judges and juries will be less sympathetic. More practically, the infringer is much more likely to dig in and “fight it out” at this point, and may retaliate by contacting your ISP about your illegal tactics. Accordingly, consider the following “don’ts.”
Do not take or steal work of the other person and use it in your own work or on your own site as revenge.

Do not post lies about the person on message boards or on your own website. Be careful what you say in emails to friends and even in letters that you write to the person. No one is an infringer unless the courts say so; without that guarantee, all you can say is that you suspect the person of infringing or violating your rights.

Do not hack into the website, spam the site, or send spam email.

What You Can Do If Your Creation Violates Someone Else’s Rights?
Even if you try to be alert when making your software, stories, or art, you may still receive an email from someone who claims that a creation of yours infringes his or her intellectual property rights. The first and most important step is to evaluate the claim. If you think there is no violation, then you can hold your ground. Many times, others are concerned about protecting their turf even if your work is not a real infringement; by standing firm, you could call their bluff. Although there is no hard and fast rule, if the letter or email comes from an attorney, the stakes are higher. Many who are not infringing modify their works when an attorney applies pressure. What you do in response is your decision: you can continue to hold your ground by yourself; you can hire your own attorney; or you can follow the attorney’s advice to make the problem disappear. Finally, you might be able to propose some middle ground that satisfies the other party without forcing you to remove the allegedly infringing material.
Stubbornly believing that you can continue to get away with infringement or resisting the law because you think it is wrong will often cause more trouble for you. When considering an email that alleges infringement, look at your work and the other person’s work objectively and decide what to do based on the merits of the allegation. To do so, you’ll need to have access to the other person’s work to make a comparison. This investigation is what all creators undertake when they are accused of infringement.

Earlier, this Guide discussed the concept of Fair Use, an infringement exemption for certain works. Your work might be a violation but also might be exempted by Fair Use. 
If, on the other hand, you think the person is correct that your work is infringing, then you should find a way to stop the infringement. The solution may or may not be what the person requests because, often, he or she will ask for much more than is necessary to right the wrong. So, for example, you don’t have to destroy the entire work when it is possible to excise the infringing material. Most of the time, taking down the work will satisfy the person writing the letter or email. Note, also, that only a court can make you pay money for infringing.

Below, this Guide provides some examples of how you can respond to different kinds of violations.

Your work includes another’s copyright material.—You have many options here. You might be able to satisfy the person simply by taking the work offline, especially if you have added nothing else to the work. So, if your website includes a gallery of your favorite art, you’ll have to remove the infringing picture from the gallery. 

Sometimes, you can keep a copy of the work on your personal computer because the creator’s primary concern is controlling the distribution of his work over the Internet. Retaining a copy of the work for your own use or for an archive could still be a copyright violation if you don’t have permission to keep it because the law also gives the owner the right to control all copies of his creation. 

After taking down the work, you can edit it to remove the other person’s creation, at which point you’ll be able to put the work back online. Editing the work may or may not be possible: in a famous offline case, someone made a guitar in the shape of the symbol used by Prince when he was The Artist Formerly Known As Prince. The court found that the guitar and the symbol were inseparable. These are rare cases, especially for the Internet, but they are not implausible. For example, if your work merely is another person’s digital image passed through Photoshop filters, a court might find your contribution inseparable from the original, in which case you could not remedy the infringement.

Your work was created using pirated software.—It is illegal to pirate software, and it is illegal to circumvent technology that protects another person’s copyright. It is an open, unresolved question, however, whether using pirated software affects your copyright in the works you create with it. The short answer is that the copyright in your work is probably fine. 

The long answer depends on the type of software involved. First, say you’ve used a pirated version of game creating software (like RPG Maker) that provides pictures and sounds for use in your video game. These pictures and sounds are copyrighted by the company that created the game-making software, and using them without a valid software license most likely means your work infringes the developer’s copyrights in those images and sounds. Second, say the pirated software is primarily an editing tool (like Photoshop or Dreamweaver); although it does not provide stock images and sounds, it provides proprietary editing techniques and even proprietary output formats. Using a pirated version of this kind of software is most likely a copyright and patent infringement, particularly under the Digital Millennium Copyright Act, which forbids circumventing protective measures that enforce someone’s copyright. But saving your work in the proprietary format, even if output in that format includes copyrighted lines of code, is most likely not copyright infringement because copyright does not allow a creator to monopolize a medium of expression.

Your work is a MIDI or MP3 file of film or video game music.​—This scenario is like the rare case of the guitar, above. If all that you’ve done is to change the format of someone else’s copyrighted work, there is no way to sever the underlying copyrighted material from your contribution. It is like the more traditional case of translating a book from its original language to another: without permission, the translator infringes the original copyright. 
If you’ve included the song in a larger work, such as a game or an animation, separating that song from your work will respect the other person’s copyright. You can still have a copyright in your original contributions to your work despite the presence of the infringing song.

Your work facilitates piracy.​—Facilitating piracy is hard to define; much like fair use, it depends very much on circumstances of each case. The law of facilitating piracy is also inconsistent across the country; different courts have interpreted and applied the law of facilitating piracy in different ways. The Supreme Court is expected to provide some resolution and uniformity by the end of June 2005 in the Grokster case, which—along with the Napster and Aimster cases—are the most recent cases exploring the concept. The most well-known case on facilitating piracy is the Sony BetaMax case from 1984, which predated the widespread use of computers and the Internet. 

Despite lacking a clear definition, facilitating piracy can be explained abstractly: in some instances, a court can find someone liable for copyright infringement if a third party has used that person’s software, hardware, or services to infringe copyrights. In the Napster and Aimster cases, the courts held that the peer-to-peer file-sharing networks facilitated piracy; some of the important factors were that both networks used a centralized server to connect users and that most of the file traffic on the networks was in illegally sharing copyrighted works. In the Grokster case, however, the court found that the network did not facilitate piracy; one of the important factors in that decision was that the Grokster technology did not rely on centralized server to connect users. Thus, shutting down the company that made the program would not stop the infringement; individual users would still be able to use their client software to share files. Until the Supreme Court decides the Grokster case, however, one should not rely on the precedents that these cases have set, but rather should proceed with caution.
As the recent BnetD court decision demonstrates, copyright owners can stop piracy facilitation in other ways beyond copyright law. BnetD emulated Blizzard Entertainment’s Battle.net online service, allowing people to play illegally hacked versions of Starcraft, Warcraft, and Diablo online; Battle.net only worked if players had original copies of the games. A federal court shut down BnetD because its creators, in reverse-engineering Battle.net software, violated Blizzard’s EULA and the Terms of Use for Battle.net. 
Conclusion 

After reading or skimming this Guide, you have probably noticed two recurring themes. First, a little bit of preparation goes a long way, particularly when you can’t afford a lawyer’s advice or when you have no one else to turn to for help. Second, even with planning, it is hard to predict the future. Nevertheless, it is important to remember that even in today’s litigious culture, you will probably never face most of the legal difficulties presented in the Guide.

Just as it is impossible for a creator of intellectual property to anticipate all the challenges he may face, it has been impossible for us to walk you through them. Instead, this Guide has tried to lay out general principles for understanding intellectual property, for protecting your rights, and for ensuring that your hard work is not wasted. It is difficult to provide more specific advice without knowing the specific facts of a given case; intellectual property law is very fact-driven. At best, then, we hope that we have provided a few lighthouses to steer you away from the rockiest shoals and a few signposts to mark out safest paths through the intellectual property thicket. No doubt there are still hazards and shortcuts we have missed, but we hope that, by and large, this Guide has provided a useful foundation.

In the Appendix, we provide a number of links to websites you may find useful in getting a better understanding of intellectual property law. There are thousands more sites out there, and a well-aimed Google search can often help provide you with more specific guidance than we could give here.

Best of luck. Hopefully you will find that the law helps, rather than hinders, your creative efforts.

PICTURE: Kid playing video game
Appendix: Supplemental Reading and Links 
· Court cases mentioned in the Guide

· BnetD Case: http://www.gamespot.com/news/2004/10/06/news_6109809.html
· Peer-to-peer (Napster, Aimster, Grokster) Cases: http://www.eff.org/IP/P2P/ 
· Notable examples mentioned in the Guide

· Op Coder’s Chrono Resurrection: http://www.opcoder.com/projects/chrono/ 
· Star Wars ( Starcraft Conversion:
http://dominion.campaigncreations.org/redalert.html 
· Aliens vs. Predators: http://www.cnn.com/TECH/computing/9902/11/aliens.idg/
· Aliens TC: http://5years.doomworld.com/interviews/justinfisher/
· Anonymous Game Developers Interactive’s King’s Quest I & II remakes: http://www.agdinteractive.com/
· Margaret Weis’s Star of the Guardians series: http://www.staroftheguardians.com/
· Eyeball Interface Gallery, http://www.eyeball-design.com/interface/interface.htm
· Other Useful Websites

· Chilling Effects: http://www.chillingeffects.org (A website run by law school clinics, Chilling Effects has more detailed information on many of the topics introduced in this Guide. Chilling Effects also maintains a database of cease and desist letters and can provide information on how to respond to one.)
· U.S. Copyright Office, Copyright Basics: http://www.copyright.gov/circs/circ1.html (Besides elaboration on some of the topics described in this Guide, the Copyright Office includes much on registering copyrights. More detailed documents on specific areas of copyright can be found at http://www.copyright.gov/circs/.)
· U.S. Patent and Trademark Office: http://www.uspto.gov/
· A History of Copyright in the United States: http://arl.cni.org/info/frn/copy/timeline.html
· Network Solutions WHOIS Database: http://www.networksolutions.com/en_US/whois/index.jhtml
· C-Net’s Guidelines: http://www.cnet.com/aboutcnet/editorial/copyright.html
